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1852.237-73

ACCESS TO SENSITIVE INFORMATION (JUN 2005)

(a) As used in this clause, ‘‘sensitive infor-
mation” refers to information that a con-
tractor has developed at private expense, or
that the Government has generated that
qualifies for an exception to the Freedom of
Information Act, which is not currently in
the public domain, and which may embody
trade secrets or commercial or financial in-
formation, and which may be sensitive or
privileged.

(b) To assist NASA in accomplishing man-
agement activities and administrative func-
tions, the Contractor shall provide the serv-
ices specified elsewhere in this contract.

(c) If performing this contract entails ac-
cess to sensitive information, as defined
above, the Contractor agrees to—

(1) Utilize any sensitive information com-
ing into its possession only for the purposes
of performing the services specified in this
contract, and not to improve its own com-
petitive position in another procurement.

(2) Safeguard sensitive information coming
into its possession from unauthorized use
and disclosure.

(3) Allow access to sensitive information
only to those employees that need it to per-
form services under this contract.

(4) Preclude access and disclosure of sen-
sitive information to persons and entities
outside of the Contractor’s organization.

(5) Train employees who may require ac-
cess to sensitive information about their ob-
ligations to utilize it only to perform the
services specified in this contract and to
safeguard it from unauthorized use and dis-
closure.

(6) Obtain a written affirmation from each
employee that he/she has received and will
comply with training on the authorized uses
and mandatory protections of sensitive in-
formation needed in performing this con-
tract.

(7) Administer a monitoring process to en-
sure that employees comply with all reason-
able security procedures, report any
breaches to the Contracting Officer, and im-
plement any necessary corrective actions.

(d) The Contractor will comply with all
procedures and obligations specified in its
Organizational Conflicts of Interest Avoid-
ance Plan, which this contract incorporates
as a compliance document.

(e) The nature of the work on this contract
may subject the Contractor and its employ-
ees to a variety of laws and regulations re-
lating to ethics, conflicts of interest, corrup-
tion, and other criminal or civil matters re-
lating to the award and administration of
government contracts. Recognizing that this
contract establishes a high standard of ac-
countability and trust, the Government will
carefully review the Contractor’s perform-
ance in relation to the mandates and restric-
tions found in these laws and regulations.

48 CFR Ch. 18 (10-1-11 Edition)

Unauthorized uses or disclosures of sensitive
information may result in termination of
this contract for default, or in debarment of
the Contractor for serious misconduct affect-
ing present responsibility as a government
contractor.

(f) The Contractor shall include the sub-
stance of this clause, including this para-
graph (f), suitably modified to reflect the re-
lationship of the parties, in all subcontracts
that may involve access to sensitive infor-
mation

(End of clause)

[70 FR 35555, June 21, 2005]

1852.237-73 Release of sensitive infor-
mation.

As prescribed in 1837.203-72(b), insert
the following clause:

RELEASE OF SENSITIVE INFORMATION (JUN
2005)

(a) As used in this clause, ‘‘sensitive infor-
mation’ refers to information, not currently
in the public domain, that the Contractor
has developed at private expense, that may
embody trade secrets or commercial or fi-
nancial information, and that may be sen-
sitive or privileged.

(b) In accomplishing management activi-
ties and administrative functions, NASA re-
lies heavily on the support of various service
providers. To support NASA activities and
functions, these service providers, as well as
their subcontractors and their individual
employees, may need access to sensitive in-
formation submitted by the Contractor
under this contract. By submitting this pro-
posal or performing this contract, the Con-
tractor agrees that NASA may release to its
service providers, their subcontractors, and
their individual employees, sensitive infor-
mation submitted during the course of this
procurement, subject to the enumerated pro-
tections mandated by the clause at 1852.237-
72, Access to Sensitive Information.

(c)(1) The Contractor shall identify any
sensitive information submitted in support
of this proposal or in performing this con-
tract. For purposes of identifying sensitive
information, the Contractor may, in addition
to any other notice or legend otherwise re-
quired, use a notice similar to the following:

Mark the title page with the following leg-
end:

This proposal or document includes sen-
sitive information that NASA shall not dis-
close outside the Agency and its service pro-
viders that support management activities
and administrative functions. To gain access
to this sensitive information, a service pro-
vider’s contract must contain the clause at
NF'S 1852.237-72, Access to Sensitive Informa-
tion. Consistent with this clause, the service

326



National Aeronautics and Space Administration

provider shall not duplicate, use, or disclose
the information in whole or in part for any
purpose other than to perform the services
specified in its contract. This restriction
does not limit the Government’s right to use
this information if it is obtained from an-
other source without restriction. The infor-
mation subject to this restriction is con-
tained in pages [insert page numbers or
other identification of pages].

Mark each page of sensitive information
the Contractor wishes to restrict with the
following legend:

Use or disclosure of sensitive information
contained on this page is subject to the re-
striction on the title page of this proposal or
document.

(2) The Contracting Officer shall evaluate
the facts supporting any claim that par-
ticular information is ‘‘sensitive.’’” This eval-
uation shall consider the time and resources
necessary to protect the information in ac-
cordance with the detailed safeguards man-
dated by the clause at 1852.237-72, Access to
Sensitive Information. However, unless the
Contracting Officer decides, with the advice
of Center counsel, that reasonable grounds
exist to challenge the Contractor’s claim
that particular information is sensitive,
NASA and its service providers and their em-
ployees shall comply with all of the safe-
guards contained in paragraph (d) of this
clause.

(d) To receive access to sensitive informa-
tion needed to assist NASA in accomplishing
management activities and administrative
functions, the service provider must be oper-
ating under a contract that contains the
clause at 1852.237-72, Access to Sensitive In-
formation. This clause obligates the service
provider to do the following:

(1) Comply with all specified procedures
and obligations, including the Organiza-
tional Conflicts of Interest Avoidance Plan,
which the contract has incorporated as a
compliance document.

(2) Utilize any sensitive information com-
ing into its possession only for the purpose
of performing the services specified in its
contract.

(3) Safeguard sensitive information coming
into its possession from unauthorized use
and disclosure.

(4) Allow access to sensitive information
only to those employees that need it to per-
form services under its contract.

(5) Preclude access and disclosure of sen-
sitive information to persons and entities
outside of the service provider’s organiza-
tion.

(6) Train employees who may require ac-
cess to sensitive information about their ob-
ligations to utilize it only to perform the
services specified in its contract and to safe-
guard it from unauthorized use and disclo-
sure.

1852.239-70

(7) Obtain a written affirmation from each
employee that he/she has received and will
comply with training on the authorized uses
and mandatory protections of sensitive in-
formation needed in performing this con-
tract.

(8) Administer a monitoring process to en-
sure that employees comply with all reason-
able security procedures, report any
breaches to the Contracting Officer, and im-
plement any necessary corrective actions.

(e) When the service provider will have pri-
mary responsibility for operating an infor-
mation technology system for NASA that
contains sensitive information, the service
provider’s contract shall include the clause
at 1852.204-76, Security Requirements for Un-
classified Information Technology Re-
sources. The Security Requirements clause
requires the service provider to implement
an Information Technology Security Plan to
protect information processed, stored, or
transmitted from unauthorized access, alter-
ation, disclosure, or use. Service provider
personnel requiring privileged access or lim-
ited privileged access to these information
technology systems are subject to screening
using the standard National Agency Check
(NAC) forms appropriate to the level of risk
for adverse impact to NASA missions. The
Contracting Officer may allow the service
provider to conduct its own screening, pro-
vided the service provider employs substan-
tially equivalent screening procedures.

(f) This clause does not affect NASA’s re-
sponsibilities under the Freedom of Informa-
tion Act.

(g) The Contractor shall insert this clause,
including this paragraph (g), suitably modi-
fied to reflect the relationship of the parties,
in all subcontracts that may require the fur-
nishing of sensitive information.

(End of clause)

[70 FR 35555, June 21, 2005]

1852.239-70 Alternate delivery points.

As prescribed in 1839.106-70(a)(1), in-
sert the following clause:

ALTERNATE DELIVERY POINTS (NOV 1993)

(a) The first priority of this contract is to
satisfy the anticipated requirements of
(identify contracting activity). However,
should the actual requirements of  (con-
tracting activity) be less than the maximum
quantities/values specified in section B of
this contract, = (contracting activity)
may order the remaining available quan-
tities/values to satisfy the requirements of
other installations. The other installations
at which delivery may be required are:

(List installations and their locations)
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